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How do you want your IT projects managed?
The second is how you want IT projects to be managed – avoiding bottlenecks and enabling teams to self-
organize and drive innovation. To achieve this, a certain degree of sovereignty for the teams is necessary:  
This means you want to have self-service for every IT project, rights and role structure, chargeback, and 
metadata, to enable teams to allocate costs on dedicated budgets and cost centers within their organization. 

Many initiatives start as IT projects and then eventually turn into regular operations or are discontinued if 
nothing comes of it.

What will the organization look like in the future?
The answer to this one is: You don’t know. Companies and cloud usage evolve and the organizational structure 
model should be robust against these changes. Responsibilities of departments for IT projects change over 
time and IT projects move between departments, or maybe the departments themselves will be reorganized. 
These events would require major remodeling if the organizational structure in a multi-cloud environment is 
modeled after your departments.

Fundamentals of Cloud Organizations

Your Cloud Organization
A central Cloud Foundation Team owning Cloud Governance

A cloud journey is as much an organizational journey as it is a technological one. One central piece of this 
puzzle is the creation of a central cloud team: Cloud Foundation, Cloud Competence Center or Cloud Center 
of Excellence - many names, one core concept: Centralizing cloud governance to enable more productive, 
more agile, and more innovative DevOps.

Cloud governance is not platform-specific – and so it does not make sense to reinvent the cloud governance 
wheel for every platform in every silo. In a cloud foundation team boundaries and best practices can be 
shared better and faster leading to better platform-specific implementations.

Application Teams

Application Teams are formed around a specific application – they are responsible for that application and 
its implementation in the cloud. These teams can be seen as customers of the cloud foundation.

Application teams can very much be cross-functional with members from different departments: Keep in 
mind how often enterprises restructure their organization when designing an organizational structure.

Use Cases, Applications or IT Systems

The goal of moving to the cloud ist the implementation of IT applications in the cloud. The cloud foundation 
team takes care of organizational overhead and central cloud governance questions.

Most of our customers have specific goals related to their cloud strategy. Often they look something like this:

- move 80% of IT applications to the cloud by 2022 to gain flexibility

- implement all new use cases in a cloud-native manner

- close down a data center by the end of 2023
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Your key takeaways from this whitepaper:

Focus on a use case structure or an 
application-based structure, instead of 
organizational structure.

Reduce the number of redundancies e.g. 
instead of having multiple similar folders in 
a lower level trying to generalize in an upper 
level (differentiation of location under root 
instead of having these in each)

Focus on global optimization in a higher 
abstraction layer instead of optimizing each 
cloud platform individually in a silo

Use cloud provider native tools to define 
your security baseline

Introduction
Not properly planning and executing organizational 
structure in the cloud costs companies efficiency, 
security, and digital sovereignty. 

This whitepaper provides insight into the best 
practices that have emerged for organizational 
design in the cloud: 

We at meshcloud regularly discuss the challenges 
of organizational structure in the cloud with our 
customers. Following the recommendations of the 
cloud service providers is often not the best way to 
go: Modeling an enterprise’s structure in the cloud - 
regions, departments, business units - comes with 
serious downsides.

We have found that a flatter hierarchy unlocks 
potential that would otherwise be buried under piled-
up hierarchical layers.

This whitepaper talks about:

1. Guiding Questions when designing your Cloud Organization

2. Fundamentals of Cloud Organization

3. A best-practice Model for Cloud Organizations

4. Why we don’t follow the Organizational Structure proposed by Cloud Providers

In the example case of Likvid Bank’s mobile banking app, we’ll show how meshcloud can be utilized to build an 
efficient organizational structure in the cloud – independently from specific cloud service providers.

Let’s get started with the basics.

3 Guiding Questions when designing your organizational 
structure in the cloud
When we help our customers on their cloud journey we always ask them three questions regarding their cloud 
organization:

1. How do you want your teams to work?

2. How do you want your IT projects managed?

3. What will the organization look like in the future?

How do you want your teams to work?
How to work on projects and use cases is a big question and the answer boils down to: You need the right 
people for the right job. Sounds obvious but in traditional enterprise hierarchies, it’s not always easy to make 
it come to reality: You need to gather a team of specialists and these specialists may work in different 
departments. Most goals can only be achieved if various departments work cooperatively. 

The best example is DevOps, where you want a cultural mind change to break free from silos – like department 
borders.

The cloud foundation team is there to serve these use cases. 
Reaching these goals is often part of a strategic initiative driven by 
C-level and top management to leverage the competitive advantage 
of cloud-native IT and faster time-to-market.



Application Environments

Cloud-native applications follow an agile development 
process: This includes continuous integration, DevOps, 
Infrastructure-as-Code (IaC), resulting in a continuous 
delivery process.

Part of a cloud-native continuous delivery process is the 
use of multiple stages for an application: Especially when 
starting an application’s lifecycle, teams start building 
their applications in a development environment, before 
expanding to further stages. 

With our customers we see between three and five 
stages: Common examples are a development, a quality 
assurance, and a production stage.

Depending on the stage different security or compliance 
requirements may apply and must be enforced.

The meshModel – A best 
practice model to map your 
organization to the cloud
To design an effective organizational structure in the 
cloud, you have to define a mapping between your 
own organizational concepts and the cloud provider’s 
capabilities.

As technologies continuously evolve, it makes sense 
to focus this design on your organization, rather than 
cloud-specific concepts that may be outdated over time. 
This will enable you to minimize switching costs, when 
technological changes occur. At the same time, you’ll 
want to leverage the specific technical capabilities each 
cloud provider offers for implementing your security and 
compliance requirements.

We believe that modeling your organization in the 
suggested way drives the success of your cloud 
transformation journey. While the model works without 
the use of our cloud governance platform meshStack, the 
use of meshStack provides clear integration interfaces 
and seamlessly interconnects your core organizational 
concepts with the tools and capabilities offered by the 
cloud providers to enable you to become a cloud-native 
organization.

Organizational Structures of Cloud 
Providers
Most cloud providers like AWS, Azure, and Google Cloud 
provide tools and means to map your organizational 
structure to the cloud (AWS Organizational Units, Azure 
Management Groups or Google Folders).

Resource Hierarchies for AWS, Azure and GCP

In this section, we’ll describe the resource hierarchies of AWS, Azure, and GCP on a very high level. The 
resource hierarchy refers to the organization of resources inside a cloud platform account. The three big 
providers offer several levels, some of which are optional:

AWS and GCP allow for the cloud tenant (subscription or project) to be the highest up in the resource hierarchy. 
Azure requires you to have a root management group for all tenants, that can’t be moved or deleted. Azure 
also requires you to have at least one resource group – a level that the other two providers do not have at all.

The levels determine the inheritability of policies, how access is managed, and so on. These levels are your 
building blocks to map your organization to the cloud.

Cloud Foundation – meshPartner
The cloud foundation takes an overarching role in cloud-native organizations. It’s a construct that drives 
efficiency and really helps to leverage the benefits of the cloud for large organizations. 

Cloud foundation teams carry responsibility for basic cloud governance processes like IAM, Tenant 
Management, Security & Compliance and Billing. These processes are part of every cloud organization and 
can be implemented in different ways. 

There are 2 main aspects to the work of cloud foundations:

1. Portfolio & Configuration: The cloud foundation integrates the cloud platforms that are to be offered to 
DevOps teams into existing organizational processes. They perform platform configurations, e.g. by defining 
which organizational units exist, what policies apply and how internal roles map to specific roles in the cloud. 
It is their responsibility to define a security baseline for all use cases run in the cloud, based on provider 
tooling. 

2. Transparency: As gate keepers of the cloud, cloud foundation teams have to keep an overview on ongoing 
cloud activities across the entire organization: Who is using the cloud, which tenants exist, who is responsible 
for them.

One core concept of being cloud-native is self-service enablement. The idea behind our platform meshStack 
is to enable Cloud Foundation teams to centrally define and configure the cloud platforms used in the 
organization, while DevOps teams get to provision cloud-native environments in self-service based on these 
definitions.

In this context Cloud Foundation teams act as a partner to the DevOps teams that aim to move their applications 
to the cloud, resulting in the corresponding organizational concept on our platform - the meshPartner.
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Use Case – meshCustomer
The goal of your cloud journey is to build or migrate applications to the cloud. This means that use cases, IT 
applications, IT systems, you name it, are really the core of your cloud activities.

Within meshcloud, we represent these use cases as meshCustomers. A common workflow is that the product 
owner of a use case goes through the onboarding process in self-service, usually by providing information 
like a description, responsible people, assigned budgets or processed data types.

Landing Zone – meshLandingZone
To implement a central cloud governance for the organization, cloud foundation teams provide landing zones 
that comprise a set of policies or rules to enforce a security baseline and prevent DevOps teams from non-
compliant activities. 

Landing zones are cloud-specific as they leverage various cloud-native tools and services offered by the 
cloud providers.  

A frequent pattern we encounter when working with customers is to provide different landing zones for the 
various types of environments, e.g. differentiating Dev and Prod landing zones.

Within meshcloud every meshTenant has a Landing Zone assigned to it. 

As landing zones are used to enforce security-relevant configurations, they leverage the cloud providers’ 
capabilities in this field. In order to help you implement a security strategy that is applicable to different cloud 
platforms, we’ve lined out a mapping of relevant tools and services in each cloud platform you can use build 
up your Landing Zones.

Use cases or meshCustomers are purely 
organizational concepts. They do not map to a 

layer in the cloud providers’ resource hierarchies. 

! ! !
Actually, IT use cases or applications are not new to the 
cloud-native world. That’s why they often exist within other 
systems already, like ITSMs, CMDBs or EAMs. 

In order to incorporate such existing infrastructure, there 
are different ways to create meshCustomers within 
meshcloud: Either via self-service directly in the system or 
via an external system, e.g. an ITSM tool. 
Another question that comes to mind is: Why use cases rather than teams or departments?

Benefits of aligning organizational hierarchy by Use Cases or IT Application

Billing and payment for each logical 
Application instead of diffused billing 
information from various departments 
added together

Robust against organizational re-
structuring (i.e. department changes)

Cross-functional teams collaborating in 
a defined sovereign way to ensure the 
desired outcomes

Applications typically have a long life 
span and may be transferred to another 
department within the company

1 3

2 4

Environment – meshProject
As mentioned earlier cloud-native applications follow a staging scheme, usually based on at least three 
environments or stages: Dev, Test, Prod. Within  the suggested model, an environment is reflected as a 
meshProject in our platform.

As meshCustomers, meshProjects can be provisioned in self-service. 

On this level you provide more specific information depending on the stage: Which cloud platforms will be 
used, which landingzones will be rolled out, etc. 

In general, Dev environments provide more freedom to developers, usually reflected in lower barriers for 
access and less restrictions regarding security and compliance, as mostly no sensitive data is processed 
within these environments and therefore regulations do not apply. 

Tenant – meshTenant
For single cloud applications an environment or meshProject is reflected in a tenant, more specifically an 
AWS account, an Azure subscription or a GCP project.

In some cases, however, you may want to build multi-cloud applications. For example a microservice 
application that leverages different cloud platforms for different services. In these cases the meshProject 
can be considered an organizational cover, containing the metadata of the environment as well as the actual 
tenants spread across platforms.

This is the point where we start building the connection to the cloud platforms. Tenants are automatically 
created, when defining the cloud platforms for a meshProject. 

Here’s some more insight on why we use a cloud tenant for each application evironment:

Best Practices for structuring AWS accounts, Azure 
subscriptions, and GCP projects

The best practice for using your cloud tenants (AWS 
accounts, Azure subscriptions, and GCP projects) is to have 
one for each stage of each application. That means for 
example one AWS account for the development stage of a 
mobile app, one for test, and one for production.

This structure makes sure the tenants are isolated and the 
principle of least privilege can be practiced. Access and 
permissions can be granted on a granular level for each 
environment of the application. In case of a security incident 
within one of the environments there is no impact on any 
other workload. 
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IAM Role Mapping
Default roles, self-service “sudo”

OU Assignment
Integrate with SCPs, Guard Duty, Cloud 
Trail, ...

Cloud Formation
StackSets / Templates, IAM Policies, ...

Lambda Invocation
Terraform provisioning, Account 
Vending machine, AWS Control Tower, 
VPCs, ...

meshLandingzone

Policies and 
configuration  
applicable to a subset 
or group of projects

RBAC Role Mapping
Default roles, AAD group name patterns

Mgmt. Group Assignment 
Integrate with Azure Policy, Security 
Center, Log Workspace, ...

Blueprint Assignment
Templates, Policies, Locked Resources,  
...

Azure Function Invocation
Terraform provisioning, VNets, ...

Role Mapping
Default roles, GCID group name patterns

Folder Assignment
Integrate with Organization Policies, 
Forseti, …

GDM Template
Enabling APIs, Resource Liens, ...

Cloud Functions Invocation
Terraform provisioning, VPCs, ...



Example Case: Likvid Mobile App

product – the Likvid Mobile App – as a meshCustomer. To do so, she provides some basic information: 
A name, a security contact, herself as a product owner as well as a budget that she got approved for the 
implementation.

Once created, she creates three distinct meshProjects, one for each stage of the application. She now can 
invite her team members: Depending on the role of the team member she grants access to the specific 
meshProjects. Everyone will be able to play around within the Dev environment. For production, however, they 
have decided to follow an Infrastructure-as-Code principle so in-person access is strictly limited. There is only 
an emergency user, who can take action when necessary.

Why not use the cloud provider’s organizational structures
Cloud providers may suggest leveraging their hierarchical elements to represent your organizational structure 
in the cloud. And while we believe that the offered tools, like organizations, organizational units and accounts 
(in the case of AWS) are very powerful when it comes to implementing a strong security baseline with org-
level policies, tenant isolation and landing zones, using them to represent your cloud organization bears 
certain risks:

1. Unnecessary Complexity
Nesting organizational units, management groups and folders under organizations is a way to represent 
complex organizational structures in the cloud, e.g locations, departments and environment types.

However doing this will lead to redundancies that cause unnecessary complexity and are hard to maintain. 
E.g. you may have multiple Dev units, one within each department.

2. Increased Vendor Lock-in
Integrating your entire organizational structure to a cloud platform leads to a strong dependency on a specific 
provider – something large organizations usually try to avoid in order to have exit options.

By following the suggested best practice, you have an organizational model that is focused on your applications 
not on the technologies used to implement them. At any point in time, you can add or remove cloud platforms 
without having to adapt the model itself, but rather by adding or removing tenants from your meshProjects.

To reduce vendor lock-in even more, meshcloud lets you export your cloud project configurations and enables 
you to easily integrate them with other tools, providing you with full control on your cloud organization. 

You are an IT manager at Likvid Bank and you are 
responsible for implementing your bank’s mobile 
application. To start your cloud journey you’ve 
decided to work with the cloud platforms Azure and 
GCP.

Also, you are just transforming towards an agile way 
of working. So while previously you had individual 
teams for frontend, backend, databases, and 
operations. You’ve now decided to create a cross-
functional team for the Likvid Mobile App, including 
a product owner, to ensure end-to-end responsibility 
for the application.

Like most of meshcloud’s customers, you go with 
three stages to keep it simple: Development, staging, 
and production.

How would this look like using meshcloud? 

Your product owner, would go ahead and register her 

Mapping of organizational 
structure with Likvid

3. Global inefficiencies due to local optimization
Cloud teams across an enterprise often do not align initiatives, strategies, or insight which introduces double 
or triple efforts for solving problems and finding solutions. For example by having distinct cloud foundation 
teams for different cloud platforms. In such setups, it stays an effort for each team individually instead of 
solving problems on a higher level in a way that every team can benefit from the solutions.

What you should take away from this whitepaper
Implementing an organizational structure in the cloud has many pitfalls. We put together this whitepaper to 
help you avoid them and give you an idea of what to aim for:

- Focus on use case structure or an application-based structure

- Reduce the number of redundancies

- Focus on global optimization in a high abstraction layer

- Use cloud provider native tools to define your security baseline

Questions or Feedback? Get in  touch with us.

Book a demo to learn how we can support your specific organizational 
cloud setup, or learn more about the meshcloud cloud governance 
platform in general.

www.meshcloud.io @meshStack +49 69 3487 3587
We’re looking forward to talking to you
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